HGP | DATA PRIVACY

Key Facts and Solu�ons

EU GDPR
� signs
that your organisa�on
is all set on GDPR:
Expanded scope

�
�
�
�
�

Does your organisa�on process data or
is it responsible for the processing of
personal data in the EU or personal data
belonging to EU ci�zens?

Accountability

Do you have a data protec�on programme
in place (e.g. data protec�on oﬃcer) and
are you able to demonstrate compliance
with the requirements of the GDPR?

Duty of disclosure

Would you be able to no�fy the authori�es of a data breach within �� hours?

Built-in data protec�on

Are you integra�ng data protec�on and
data protec�on requirements in the development of your business processes
and new systems?

Addi�onal rights

Much stricter EU data
protec�on regula�on
as of May ����
This date marks the end of the implementa�on period for
the EU direc�ve on data protec�on (General Data Protec�on
Regula�on = GDPR). Therea�er, Europe and all the countries
doing business with the EU will be subject to a new regulatory
framework on data protec�on and privacy in the processing of
personal data of EU ci�zens.

The direc�ve applies to all organisa�ons ac�ve in Europe,
even if they have no branches in the EU.

Can you ensure the “right to be forgotten”, the rights of data portability and the
right to object to proﬁling?
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What is GDPR,
and who does
it apply to?
The direc�ve applies to all organisa�ons ac�ve in Europe, even if they have no branches
in the EU.

The following changes will be
par�cularly challenging:
• The expanded deﬁni�on of “personal data” IP addresses, user IDs, GPS
data, mobile device iden�ﬁers (UDID
= unique mobile device iden�ﬁers)
and many other types of informa�on will now be included under the
deﬁni�on of “personal data”.
• The detailed documenta�on of data
protec�on measures such as the
anonymiza�on and encryp�on of
personal data, the ability to ensure
ongoing conﬁden�ality, integrity and
availability of processing systems
and services, and much more.
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HGP as a competent partner
in the life sciences sector
HGP Pharma Compliance oﬀers you a structured GDPR prepara�on plan that is eﬃcient and quick to implement. We u�lise the
fact that many requirements are already sa�sﬁed through the
ac�ve management opera�ons performed in your computer
system valida�on process:

70% of compliance
requirements are the same
for pharma IT and GDPR!
As compliance experts in the pharmaceu�cal industry, we examine what is already in place and embed the GDPR requirements
into your exis�ng CSV compliance framework. We simply create
a second framework to add to the exis�ng one. This way, we
achieve the desired compliance status while saving you �me
and money.

• Complexity of implemen�ng the
“data subject request” and “data
breach” processes required as per
the GDRP, especially in the organisa�on’s IT management.

If your company holds data belonging
to EU ci�zens and has not yet prepared
for GDPR, the �me to act is now!

Dras�c consequences
of non-compliance

x
x
x

Legal sanc�ons, ﬁnes, penal�es,
class ac�on lawsuits
Poten�al loss of business rela�onships and risk of being completely
blocked from entering the market
(customers contractually shi� responsibility for GDPR compliance)
Prolonged inves�ga�on or cessa�on of interna�onal data transfer
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What HGP can do for you
GDPR �-Day-Assessment

GDPR in-depth assessment

Our services:

Our services:

High-level assessment in conjunc�on with a management workshop to determine your current
compliance status with regard to the new GDPR
requirements. Iden�ﬁca�on of the biggest risks
and recommenda�ons.

Intensive audit in �-� workshops, surveys and interviews. Ascertainment of the GDPR compliance
status of selected assets of your organisa�on.

What you get:

A detailed summary of the risks iden�ﬁed and an
ac�on plan.

An overview of your GDPR status in the form of
a management report with the main ﬁndings of
the assessment.

What you get:

Privacy impact assessment &
data protec�on through design

Data Protec�on Oﬃcer (DPO)
Service

Our services:

Our services:

A PIA template individually tailored to your company. Interviews with the system/project managers, review of plans and documenta�on to assess
the risk to the individual in case personal data
are misused.

We provide the legally required data protec�on
oﬃcer for an interim phase. This DPO represents
you company before internal and external stakeholders and starts the implementa�on of your
GDPR processes.

What you get:

What you get:

A detailed assessment of your systems / projects
in order to iden�fy the main data protec�on risks
and the steps necessary to manage personal informa�on in compliance with GDPR.

A DPO with pharma compliance experience for the
�me period that is convenient to you.

Halfmann Goetsch Partner AG

St. Alban-Vorstadt ��
���� Basel | Schweiz

WWW.HGP.AG

Phone +�� �� ��� �� ��
info@hgp.ag | www.hgp.ag

